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Chromebook Erasure — Introduction

The latest release of the EPS Imaging Automation Server (LCServer) incorporates a Chromebook erasure
interface that provides several options for setting up your Chromebook Erasure Server. Follow the simple
instructions (on the following page) and you'll be erasing and capturing all relevant information from the
Chromebook in no time. When you are finished, the Chromebook will be back in Out-of-Box Experience mode

ready for resale.

Server Status
Server IP Setting

Server Autostart and manual
start options.

PXE Profile (used for reporting,
labels, database injection etc.)

Chrome OS Auto Update
options to check for and update
to the latest Chrome OS.

Selectable Diagnostics and test
configuration options.

Auto Reboot of device once the
process completes.

Debugging mode to capture all
data and network traffic to our
error log.

Automatic Failure if Device is
enrolled.

E] EPS5 Erasure/Imaging Automation Server v12.3.0cP

View Cenfigure Operator Licensing Other Help

|

Chromebook Configuration

Chromebook Server Status - Running on 192 168.1.23

Chromebook Server IP

Chromebook PXE Profile

192168123

Sample_Chromebook

Auto Update Chrome OS

Lenovo
Acer

YOGR Chromebook CE€30
Peppy

CZ1100CVA

Chromebook 315

Pro c€40 Chromebook
AOpen Chromebase Mini
Chromebook 11 2185
Pixel

Chromebook 11 2120
LATITUDE 7410
Chromebook R11
Chromebook 11 G4 EE
Chromebook C2025A/C300SR
Chromebook 11 3120
Chromebook R11

NXSHEAROO2Z3380E7R57&00
HINELPOOOOS4016
NXHEBARO02125101437611
SCD1024LBP
S1IWTGO00R1083200393GX10
HXG23G2
2C173028171000130
1PYNSB2

ZLN3LN3
WNXGSSARD1171122EDATEQD
SCD720D3Z&
J1NKECHOOME25029
B3ZCB52
NXGSEARDO05€13013737E00

Wanual Testing (web-based)
Kepboard Test

Mic Test

Speaker Test

‘webcam Test

Diizplay Test

Cozmetic Grading

“Yerify System Info

Uger Fields

ebootwhen complete
ail if Enrolled

Testing (Battery) 00:48

Testing (Battery) 00:16

Collecting Data (battery:indiwidual)
Testing (Battery) 00:2§

Testing (Battery) 00:18

Testing (CPU/Stress)

Chassis Evaluation (Battery)
Collecting Data (battery:-uevent)
Testing Support (Crosh Diagnostics)
Chassis Ewaluation (Battery)
Collecting Data (mmc:OEM)
Collecting Data (mmc:Capacity)
Collecting Data (mmo:Capacity)
Collecting Data (BIOS)

Collecting Data (CPU)
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Chromebook Erasure — Physical Setup

1. Install LCServer on a computer.

« The LCServer Computer should have two network connections, one connection to the internet and
the other connection can be wired (or wireless) to the Chromebook WiFi router.

*  The router should be set up to provide DHCP and should be connected to the internet (WAN).

*  The LCServer Computer must have a static IP Address on the Chromebook WiFi Router network.

« The process on the following pages will eventually require you to connect to the WiFi network you
have set up on the Chromebook WiFi Router. After that connection you will need to execute a
command to the static IP address of the LCServer Computer

w

Chromebook
PO ,::\ WiFi Router
e J
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Chromebook Erasure — Physical Setup

1. Setting up a static IP

Hit the Window button and type View Network Connections and select it. The window in Figure A will appear.

Right click on the network that is connected to your Wi-Fi router and select Properties, you will see Figure B.

Select Internet Protocol Version 4 and hit the Properties button and the window in Figure C will appear.

. Select Use the following IP address and enter the desired static IP Address (shown as 10.0.0.2 below).

. Enter a Subnet mask of 255.255.255.0 and hit OK. In the Wi-Fi Properties Window hit OK. You now have a static
IP Address. This is the IP Address you will be using as your Chromebook Server IP.

r

[ wi-Fi Properties * | Internet Protocol Version 4 (TCR/IPvd) Properties K
Networking  Sharing General
| @ Metwork Connections — O * | Connect using: You can get IP settings assigned automatically if your network supports
| | this capability. Otherwise, you need to ask your network administrator
| | P intel{R) WiFi 6E AX211 160MHz | m;:wt:p,im 5 Set’ﬁf]gs. 4
| € S S VA VI w c Search Ne.. @ |
=onigure. . () Obtain an IP address automatically
. ) This connection uses the following items: © Use the following IP address:
Organize + o« [@ o EAClient for Microscft Networks
i?FﬂE and Printer Sharing for Microsoft Netwarks i w.0.0.2
= | Bluetooth Network Connection 1008 Packet Scheduler Subnet mask:
® Bluetooth Device (Personal Ar... IR Intemet Protocol Version 4 (TCP/IPv4) L& g EE
O . Microsoft Network Adapter Muttiplexar Protocol
— Ethernet 3 4. Microsoft LLDP Protocol Driver Obtain DNS server address automatically
_ MNetwork Q) Use the following DNS server addresses:
ﬁi% DL-Dock Install... Urinstall Properties Preferred DNS server: I:I
| Wih . B ack o Alternate DNS server: I:I
Home Wifi Transmission Corttrol Protocol/Intemet Protocol. The default
ﬁﬂ Intel(R) Wi-Fi 6E AX211 160MHz wide area network protocol that provides communication
across diverse interconnected networks. [T validate settings upon exit Aduanced...
3 items =04 OK Cancel Cancel

Figure A | Figure B Figure C
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Chromebook Erasure — Process Flow

Once your Chromebook Erasure Server is configured to your desired settings erasing a Chromebook can be
accomplished by following the steps to the right of the of the device list. These steps are outlined below,
followed by screenshots detailing each step. The system will be erased twice, once when entering developer
mode and again when exiting developer mode.

* Enter Recovery Mode
* Laptop — Hold Down Power + ESC + Refresh Keys
* Tablet — Hold Power, Vol+ and Vol- for 10 Seconds
Enter Developer Mode (performs a Power\Wash erasure to enter Developer Mode)
* Laptop — Hit CTRL+D and press ENTER on the next page. After the laptop reboots, hit CTRL+D

* Tablet — Press Vol+ and Vol- then use those buttons to navigate the menu

Connect to Wi-Fi Erasure Network

* Click Get Started and select your erasure network on the Connect to Network Screen. Enter the password if your
network has one.

Connect to the EPS Chromebook Server
* Hit CTRL+ALT+T to enter the Chrome Terminal and type “shell” at the “crosh>" prompt.
* Type “curl <Chromebook Server IP> | bash” and hit enter. For example, “curl 192.168.1.10 | bash”

* You will now connect to the Chromebook Server and launch audit collection and diagnostics.

Reboot and Seal to Out of Box (performs a PowerWash erasure to exit Developer Mode)

* Once the software reboots the unit press space to re-enable OS Verification when prompted and press ENTER to to
confirm. The system will re-erase and reboot.

R Extreme Protocol Solutions, Inc.
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Chromebook Erasure — Recovery Mode b

The first step in the Chromebook Erasure process is to enter Recovery Mode. Start with the power OFF.

Press and hold esc, refresh and power simultaneously until
the recovery screen is shown

Please insert a recovery USB stick or 5D card

For help visit htips//google com/chromeos/recovery
Model NASHERMC D8 BIM BSVWSXHITREAAT2

Extreme Protocol Solutions, Inc
www.EnterpriseDataErasure.co
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Chromebook Erasure — Recovery Mode

The first step in the Chromebook Erasure process is to enter Recovery Mode. Start with the power OFF.

At the OS Verification Option Screen, press ENTER

@ chrome s

To turm 05 veifction OF, press ENTER. At the OS Verification Notification Screen, press Ctrl-D

Your system will reboot and local data will be cleared

To go back, press ESC.

‘ cheorre « Enghsh »

For help visr htps /google COMVEhtomeos/recovery

Model NASIRIC DB BB £V WS 6] MEANT

OF5 verdication s OFF

Press SPACE to re enable

$00 help vl hetps Jigaosle comichrom eoniecovery
Model  NANERIMC D18 825 5V W 16) A NS
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Chromebook Erasure — Developer Mode

The first step in the Chromebook Erasure process is to enter Recovery Mode. Start with the power OFF,

You will now see a screen that explains that your system is
transitioning to Developer Mode.

Your system is transitioning to Developer Mode.
Local data has been cleared.

Followed by a Preparing System for Developer
Mode Screen. This part typically takes a few
minutes to complete then the system will reboot.

i Modifications you make to the system are not supported by Google, may cause
| hardware issues and may void warranty. g

To cancel, turn your computer off now.

., Preparing system for Developer Mode.
This may take a while.
Do not turn your computer off until it has restarted.

L)

"
.ﬂ

aw
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Chromebook Erasure — Developer Mode

After Reboot, you will see the OS Verification is Off
Screen, Press CTRL-D to boot into Developer Mode.

@ ctvore « Enghsh »

The Chromebook will now boot to the welcome
screen. Hit the Let’s go button to continue.

OF verdication s OFF

Press SPACE to re enable

Welcome!

For help Vit hetps /igaogle comitromeoniiecovery
Model  NANERWC D18 845 15V W 16) HANS
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Chromebook Erasure — XErase Process

A WiFi Connection screen will appear. Click on your
erasure network and enter the password (if any)

You will now be brought to a Who's using this
Chromebook screen. Hit Next to continue.

Extreme Protocol Solutions, Inc.

g

www.EnterpriseDataErasure.com
Version 9.2.2022
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Chromebook Erasure — XErase Process

At the sign in screen, click “Browse As Guest” in the
botton left hand corner of the screen.

Google

At the You're browsing as a Guest screen hit
CTRL-ALT-T to open the Chrome Terminal.

Extreme Protocol Solutions, Inc.
= www.EnterpriseDataErasure.com
L]
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Chromebook Erasure — XErase Process

This opens a crosh> window.
1. Type shell and hit enter.

2. Type curl <EPS Chromebook Server IP> | bash and hit enter to launch the erasure.

@ New Tab X @ chronos@localhost:/
“— & @ chrome-untrusted:/crosh
Welcome to crosh, the Chrome 0S developer shell,

If you got here by mistake, don't panic! Just close this tab and carxy on.

Type 'help' for a 1ist of commands.

If you want to customize the look/behavior, you can use the options page.
Load it by using the Ctrl-shift-P keyboard shortcut.

crosh> shell
chronos@localhost / $ curl 10.0.0.26 | bashf]

Your EPS Chromebook Server IP

Extreme Protocol Solutions, Inc.

www.EnterpriseDataErasure.com
: Version 9.2.2022
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Chromebook Erasure — XErase Process

If you have a newer version of ChromeOS, you may see the screen below
performing manual diagnostics will be a two-part process.

Hit CTRL-ALT-Right Arrow/Refresh to
open the elevated permissions shell.
Type the curl command into this shell.
Once device audit and automated
testing are complete exit out of this
shell by using CTRL-ALT-Left Arrow
and type the curl command into that
shell.

The manual testing URL will be
displayed, and you can copy and
paste it into a new browser tab to
begin testing.

Extreme Protocol Solutions

chronos@akemi-revd X +

cxosh> shell

Sudo commands will not succeed by default

If you want to use sudo commands, use the VT-2 shell
(Ctrl-Alt-{F2/Right arrow/Refresh}) or build the image with the
login_enable_crosh_sudo USE flag

$ USE=login_enable_crosh_sudo emerge-$BOARD chromeos-login

or

$ USE=login_enable_crosh_sudo cros build-packages --board=$BOARD

chronos@akemi-rev4 / $ curl 10.0.0.26 | bash

Your EPS Chromebook Server IP

. This, unfortunately, means that

Extreme Protocol Solutions, In”
www.EnterpriseDataErasure.c 13
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Chromebook Erasure — XErase Process

At this point the EPS Chromebook Server will take over and the rest of the process is
automated and controlled by the settings in LCServer. Those settings are shown on the
following slide. These include optional diagnostics tests for Storage, CPU, Memory and Battery.

l @ New Tab X | @ chronos@localhost/ x ‘ -

& > C ® chromeuntrusted:/crosh

XXXXX XXXXX
XXXXX XXXXX
XXXXX XXXXX
XXXXX XXXXX EEEEEEEEEEEE RRRRRRRRRRR SSSSSSSSS5SS EEEEEEEEEEEE
XXXXX XXXXX EEEEEEEEEEEE RRRRRRRRRRRRR SS5555555555S EEEEEEEEEEEE
XXXXX XXXXX 13333 RRRR RRRRR AAAA AAAA SSSS EEEE
XXXXXXXXX 33333333 RRRR RRRR SSSS EEEEEEEE
XXXXXXX EEEEEEEE RRRRRRRRRRRRR AAAA AAAA S§555555SS EEEEEEEE
XXXXXXXXX 133333333 RRRRRRRRRRRR AAAAAAAAAAAAAAA SSSS EEEEEEEE
XXXXX  XXXXX 13333 RRRR RRRR AAAAAAAAAAAAAAAAA SSSS EEEE
XXXXX XXXXX EEEEEEEEEEEE RRRR RRRR AAAA AAAA  SSSSSSSSSSSSS  EEEEEEEEEEEE
XXXXX XXXXX  EEEEEEEEEEEE RRRR RRRR AAAA AAAA  SSS5SS5SSSSS EEEEEEEEEEEE
XXXXX XXXXX
XXXXX XXXXX Chromebook Edition - Copyright 2022 Extreme Protocol Solutions, Inc.
www.EnterpriseDataErasure.com 508-278-3600 sales@extremeprotocol.com

Collecting Data (VPD)
Collecting Data (System)
Collecting Data (0S)
Collecting Data (CPU)
Collecting Data (BIOS)
Collecting Data (Memory)
Collecting Data (Chassis)
Collecting Data (Battery)
Testing (Storage/Read)
Testing (Storage/SelfTest)
Testing (Storage/Wear)
Testing (Storage/SMART)
Testing (Storage/Bad Blocks)

i

Extreme Protocol Solutions, Inc.
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Chromebook Erasure — Sleep Mode »

The default setting for Chromebooks is to enter sleep mode after a certain amount of time. If you are using the
diagnostics features, especially the memory test, this can cause issues as the device will sleep and no longer
provide status updates to the Chromebook Erasure Server. To avoid this, use the following steps...

Chromebook Power Settings

* (Click the circle at the bottom
left corner of the screen.

* Click on the Settings Button
* Click on the Device Icon
* Click on Power

* Change both settings to Keep
display On

* Close the Window

© Setings ¥ Explore O Camera Q) Chrome

Ome

i} Extreme Protocol Solutions, Inc.
H www.EnterpriseDataErasure.c 15
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Chromebook Device List

The device list contains relevant information such as IP Address, Vendor, Model, Serial Number and Current
Status. In addition, should the Chromebook PXE Profile contain Cosmetic Grading, User Fields or if you have
Component Testing turned on, additional fields will appear. Those fields are described below. If Need appears in
the field, it means the task associated with the field needs to be completed. Done indicates it was completed.

MANUAL TESTS

* Refers to Web-Based
Component Tests, Cosmetic
Grading and the filling out of
User-Defined fields

* Valid Values are Incomplete
and Done

Extreme Protocol Solutions

, :
| E EPS Erasure/Imaging Automation Server v12.2.2k - has

View Configure Operator Licensing Other Help

¢ Chromebook Configuration

Automated Testing

Chromebook Server Status : Running on 10.0.0.2
chromebook Server P [[EIEENEGTGGE
Chromebook PXE Profile
Auto Update Chrome OS EEZNNNGNGEE

Max Drain (
CPU Te

2125101437€ll Passed!
Chromebook 11 GE€ EE SCDO3504TV Passed!
Chromebook 11 3183 HEG23EZ !
XES13C24 OMVES1lAJBEO1247R
Chromebook 11 3120 B3ZCB52

HES00C13 0JDBS1DH304701N
Lenowvo IdeaPad Flex 5 CB 13IMLOS PF2GESLE Passed!

OEERED

Extreme Protocol Solutions, Inc:.
16
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Chromebook Side Panel

On the right-hand side of the Chromebook Device List are a series of buttons that offer a variety of options from
editing device data, cosmetic grading information and user-defined fields to opening this documentation.

r
| E EPS Erasure/Imaging Automation Server v12.2.2k
View Configure Operator Licensing Other Help

¢ Chromebook Configuration

Chromebook Server Status - Running on 10.0.0.2 phomaledilesa e, (w OpenS Cosmetic Grading Window
Chromebook Server IP . ] [

Chromebook PXE Profile (B

Auto Update Chrome OS [Jilf3 -

Opens Device Information Window

Opens User-Defined Fields Window
Prompt To Unplug Power Cable
Reboot when complete
Fail if Enrolled

S Opens the Drive Log File for the
ook 11 &4 22 : | 'S . selected System

Cez2ls NXHEBAROO21251014237€ll Passed!
Chromebook 11 G& EE SCDO3504YV Passed!
Chromebook 11 3129 HXG23G2 Passed!
XES513C24 OMV351RJBO1247R Passed!

Cnzomsbook 11 3120 aazces2 S : . ! g Opens the latest System Report for

XES00CL2 0JDES1DH304701N Dassed!

IdeaPad Flex § CB 13IMLOS  PF2G65LE Passed! = the selected SyStem

Prints the user-specified label for
the selected system

XView network-based asset viewer

Opens This Documentation

' Extreme Protocol Solutions, Inc
H www.EnterpriseDataErasure.co 17
0 Version 9.2.2022 b
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Chromebook Side Panel — System Information

Some Chromebook manufacturers do not properly report data such as manufacturer or model in the expected
locations on certain models. Sometimes they even report an incorrect serial number (this has only been seen on
much older systems). As these are all bugs in their process, it is possible that there could be no to obtain the
data for some models. In order to allow for the correct data to be included in logs, reports, databases and ERP
systems, the Chromebook Erasure Server contains a feature that allows for the correcting of several data points.

1
w Chromebook System Information Management X

System Information
TO update |ncorreCt or Missing System informatior]_ . This window is provided to allow the user to correct certain system

information such as Vendor and Model that may not be reported correctly
It also allows you to add in fields such as Asset Identifiers and SKU that

1. Select the Field to update from the User Fields List, the existing may not be reported at all. Simply select the field, edit the value and hit
| if il in th dit field bel the Field Val List the update button to modify the value. Once all desired values have been

vaiue (I any) Wil appear In tne eait e clow tne rie alue LIst. modified, hit the play button to commit your changes and exit

2. Enter the correct data into the edit field and hit the Update System Fields Field Values

button at the bottom right side of the window. The new value will i ecker "

now appear in the Field Value List. Serial Number PF2GBALE

SKU
Asset |dentifier LENCB12394

3. Once all values have been updated to the correct data, hit the Crmen Lype =nemmiios
Play button at the bottom left of the window to commit the
changes. The new data will now be used to generate the reports
and logs. If the system is done processing, the new data will be

used to re-generate any reports and logs. LENCB12394

-:5= Extreme Protocol Solutions, Inc.
H www.EnterpriseDataErasure.co 18
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Chromebook Side Panel — Cosmetic Grading

Using the same process as the EPS PXE Solution, Cosmetic Grading can be performed on the Asset. In the
PXE Profile you have assigned for your Chromebook processing make sure you have the desired System
Condition input file selected under Startup / System Testing. This file will determine all System Fields and Field
Values available for the user to enter as well as the grading scheme, for example, R2v3.

E Chromebook Cosmetic Grading x

Cosmetic Gradlng Information

To enter Cosmetic Grading information for an Asset...

1. Select the Category to fill out from the Condition Category List.

" ) . » pla'_.,.- buttun to commit your ¢ Hanqu_ and |N|t
2. In the Condition Values list, select the appropriate condition.

Cond ategory Condition Value(s)
3. Hit the Update button at the bottom right of the window. This will . Keyboard Keys
automatically move you to the next Category. All Categories MUST 7 Bty Conditon s
be filled out. The question marks at the left of the Category names  sereen Cendilion Power Adapter
o ) ? Kevboard Condition Point Stick.
indicate that they have not yet been filled out. 7 Touchpad Condition Paint Stick Buttons
? Point Stick Condition T ouchpad Buttons
? Camera Condition
4. Once all categories are filled out, hit the Play button at the bottom vl
left side of the window. You can enter in conditions during multiple gggdizﬂgzﬂs
sessions if you close the window before completing all entries. ? Packaging

o3 Extreme Protocol Solutions, Inc.
H www.EnterpriseDataErasure.co 19
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Chromebook Side Panel — User-Defined Fields »

Using the same User-Defined Fields data entry process as the EPS PXE Solution, users can enter in custom field
data such as PO. Number, Job Number, RMA Number, Unique ID, etc. for the selected Asset. In the PXE Profile
you have assigned for your Chromebook processing make sure you have the desired User Fields Template

selected under Program Settings > User-Defined Fields. This file will determine all the custom fields the end user
must enter.

. Chromebook User-Defined Fields Entry - * |
A'A
User Field Information

To enter User-Defined Field information for an Asset...

See( el'se e(i (0] ()Ut 0 .bltllr III'TIIII ne
,all es ant I‘I F_‘la bl 0 0 Co |t |||J cha :I"' a :I t

2. Enter the correct data into the edit field and hit the Update ;
button at the bottom right side of the window. The new value will s el e
now appear in the Field Values List. T Dell Tachnologies
3. Check the Apply to ALL Chromebooks if you would like to have
the user fields copied to all currently connected Chromebooks as
well as all Chromebooks that will be processed in the future.

4. Once all values have been updated to the correct data, hit the
Play button at the bottom left of the window to commit the
changes. The new data will now be used to generate the reports
and logs. If the system is done processing, the new data will be
used to re-generate any reports and logs. e

o3 Extreme Protocol Solutions, Inc.
H www.EnterpriseDataErasure.co 20
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Chromebook Side Panel — Log Viewer

The Log Viewer button opens the Device Log for the storage device in the currently selected System.

B S4UNNFINA1428Dlog - Notepad = [u] X B BE429E53.og - Notepad = u] X
File Edit View 81 File Edit View 83
Data Erasure Started 07/13/2022 at 10:48:04 Data Erasure Started ©7/13/2822 at 10:57:17
LCServer for Windows v12.8.8@ LCServer for Windows v12.0.@

Device Information: Device Information:

Manufacturer : Samsung Manufacturer : Hynix

Model : MZALQ128HBHQ-0eaL2 Model : hB8aP

Serial Number : SAUNNFINA14280@ Serial Number : 8E429E53

Firmware : AL2QFXV7 Firmware 3

Capacity : 128 GB Capacity : 29.12 GB

Device Type : NVMe Device Type @ MMC

Method : NIST 808-88 rev 1 Clear (Chromebook) Method : NIST 88@-88 rev 1 Clear (Chromebook)

Etoken : fc764ef955@9a629 Etoken 1 €a3881e921a911be

Erasure Plan : E] Perform two Pouerllash erasures. Erasure Plan : E] Perform two Powerllash erasures.

Glist Count :start @ / end @ Glist Count : start 11485792 / end 11485792

Power on Hrs @ 8 Power on Hrs : @
User Fields: UserFields.usr User Fields: UserFields.usr

Job : DT1234 Job : DT1234

Customer : Dell Technologies Customer : Dell Technologies
Location: Location:

System Name : ChromebookPXE System Name : ChromebookPXE

Location 1 : Office2 Location 1 : Office2

Location 2 3 Location 2
System Information: System Information:

System Info File : sysinfo_PF2G69LE.xml System Info File : sysinfo_5CD@3584YV.xml

System Asset ID 3 System Asset ID g

System Serial Mumber : PF2G69LB System Serial Number : 5CD@3584YV

System Chassis Type : Chromebook Convertible System Chassis Type : Chromebook

System Manufacturer : Lenovo System Manufacturer : HP

System Model : IdeaPad Flex 5 CB 13IML®S System Model : Chromebook 11 G6 EE

System SKU B System SKU : 1N@91UA-ABA

System Version : 8.0 System Version - 4.8

System Memory : 8 GB System Memory : 4 GB

System BIOS Date : 12/16/2028 System BIOS Date : 86/30/2020

System BIOS Version : Google_Akemi.12672.375.8 System BIOS Version : Google_Snappy.9642.253.0

NIST 88@-88 rev 1 Clear (Chromebook) NIST 808@-88 rev 1 Clear (Chromebook)

This Erasure conforms to the NIST 880-88 revl Clear standard for Chromebook This Erasure conforms to the NIST 880-88 revl (Clear standard for Chromebook
Devices. Details on the NIST 88@-88 rev 1 publication can be found at the Devices. Details on the NIST 88@-88 rev 1 publication can be found at the
following link ... following link ...

Extreme Protocol Solutions, Inc.

www.EnterpriseDataErasure.com
Version 9.2.2022
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Chromebook Side Panel — Report Viewer

The Report Viewer button opens the most recent System Report for the currently selected System. Once the
Audit, Diagnostic, and OS Update Process are complete, Reports can be automatically generated and printed
using the selected Chromebook PXE Profile settings. Those settings can be configured in Report Options where
you can select the desired Page Printer as well as the desired Report Template from the Generate Report
configuration option. You can generate, generate and print or generate and display reports with this setting.

{ XErase Data Erasure & ; XErase Data Erasure
0 } Certificate of Erasure o Iy 5 Certificate of Erasure
! DoclD: PE2GOHLE-TOSO1Q-QPBICE-CEDESS » I Solution: ! l)-:m SCDO3SO4YV-1S0TAS-QRTCGO-CEE266 — 1 Solution:
¥ Saccmnaria N TEb0s Extreme Protocol Solutions & e wnimr T I Extreme Protocol Solutions
Erasure Descri Erasure Descri
This Eraure condoms o the NIST 0088 rev Clar standad. Decals o is. This Eraure coadoms fo the NIST 0088 rev1 Clar standad. Decadle o is
stundard can be found at the following bisk: ‘suandard can be found st the following bisk:
Y SP.S008801 pdf . SP.S00.8801 pdf.
Erser Reconery Mode 1) Eser Recovery Mo
s ey s ey
Collect st st Collec ot skt s
nformation
System Name ChromebookPXE Each user data. As Chromebooks System Name ChromebookPXE Each Powerwash clears all user data. As Chromebooks are 8 _umaqu-m,
Locssion] Office2 muﬂaﬁnuuﬂym-nﬂmpﬂwq‘ e This makes Powerwash Loction] Office2 system, user data cam only exist im allonied user
cxref P e s S e 1 s e ity il el e P e s Sl e Mﬂ—iudc-ly malpmnme
Job DTI234 Job DTI23
Customer Dell Technologices Customer Dell Technologics
System Information System Condition - C9 System Information System Condition - C§
System Scrial Number PFR2GEILE Mg P ‘;:_ ‘-‘"(-‘l- :: System Serial Number SCDO3504YV Mimng Parm. -‘-_ Cme Condition  Excelers
System Chassis Type Chromebook Canvertible e Ly . System Chassis Type Chromebook e e .
System Manufacturer Lenovo TS ol Xk o Comin” Bt System Manufacturer e i A e Escebent
o P Kool S B LS by prred At v Syeia P Clromchook 11 G6 EE ey pror et i
System Description Pacaging Ongeal System Description Pacaging. et Orgnl
System Version 14816 System SKU INOSIUA-ABA
System Memary 8 GB DDR4 2667 MT/s (2 units) System Version
Processor 2-core Intel(R) Core(TM) 3-10110U CPU Testing Information System Memory 4GB Other 2400 MT/s (4 units) Testing Information
@ 2.10GHz (4 units) Enrollment No Processor 2core Intel(R) Cel I:mill)(PU N3350 @ Eoliuesi No
CPU Test PASS 1.10GH: (2 wnits) CPU Test PASS
‘Memory Test PASS (18:46 tested) Memory Test PA: S{I?‘_W tested)
Battery Health PASS (97%) Battery Health PASS (97%)
Battery Drain. PASS (0.09% in 01:00) Battery Drain. PASS KOONI:DI 00)
Wifi Tes SS Wifi T PASS
Devices Devices
Battery Sunwoda L19D4PG Lision Battery 333.27- GMO2047 Lision
Memory 2 (@ 4096 MB (2667 MT/s MHz) K4ASGI65WC-BCWE SN Memory 4@ 1024 MB (2400 MT/s MHz) HOHONNNSKUMLHR SN
Mk obeL SERALNUM. CAPACITY  DEVICETVPE  HOURS DATE  ERASURE METHOD status MK MODEL  SEWIALMIM.  CAPACITY  DEVICETYPE  HOURS  DATE  ERASURE
Samsumg  MZALQISGHBO0%C  SAUNNFINAIAZS0  128GB NVMe: ¥ DI NIST ANy | e (Ohromebock)  PASSED Hynix  hBSaP  BEA2ESS 201268 MMC [T T P ——— ASSEL
DRIVE NOTES METHODS DRIVE NOTES METHODS
Pagetof 1 Page 1 of
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Chromebook Side Panel — Print Label

Once the Audit, Diagnostic and, OS Update Process is complete, Labels can be automatically printed using the
selected Chromebook PXE Profile settings. Those settings can be configured in Report Options where you can
select the desired Label Printer as well as the desired Label Template from the Generate System Labels
configuration option. You can also elect to print labels based on PASS/FAIL status. Should you not have
automatic label printing turned on but do have a Label Template selected in your PXE Profile, you can use the
Print Label button to manually print the label. Label Templates can be created and customized in the Report
Configuration section of LCServer.

Serial Number 2CE1502JT8
Manufacturer Hewlett-Packard

Model HF Pavilion dv7 Motebook PC
Chassis Type Laptop
CPU 4-core Core Xeon x5570 @ 2.93GHz
Memory 8GB DDR3 Multi-Bit ECC
Video Mvidia Graphics Adapter
Optical HP A243-32 (DVDW)
. WiFi Mo
SKU : ABW99UA#ABA ot "

4-core Core Xeon 8570 @ 2.93GHz
Drive Mig/Mode SEAGATE - 5T37345455

MEMORY : 8GB DDR32 Multi-Bit ECC Drive Capacity 1.0 TB (512 format)
Drive Type 3.5 SAS 55HD
Hewlett-Packard SEAGATE - ST373454SS Spindle Speed 7200
HP Pavilion dv7 Notebook PC Drive SN# IKPZFYYD
2CE1502JT8 1.0 TB (512 format)
Installed OS Win10 Pro

Physical Grade PhysicalGrade=
Function Grade FunctionalGrade=

Testiing Date 07022012
Bay # Bay 3
Notes
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Chromebook Side Panel — XView

XView is a remote monitoring tool. For laptops, desktops and servers it also has remote-control capabilities. For
Chromebooks, it can be used to view a large number of Chromebooks on screen simultaneously and see their
current status. The two display fields for each system are user-definable. Once a device is selected (shown
below) all of the options available for that device are displayed in the bottom right corner of the screen.

i B EPS System Monitor (300 Viewing Licenses) ... Chromebook Mode - O x o

o Settings  Network
Qo0
Creating a Layout

1. Type in the number of rows and columns
for the desired layout

2. Type in a Label for that layout ex: Rack1.

3. Hit the Add Button

4. The layout will appear and a prompt to
save the current interface configuration will
be displayed. Type in a name for the
Interface Configuration and hit save.

10.0.0.40 10.0.0.41

5. Repeat the process for each additional
desired layout. You can have as many
layouts on screen as your screen can fit.
You can also use the Scaling option to fit
more on screen at once.

':E= Extreme Protocol Solutions,
HH www.EnterpriseDataErasure.
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Chromebook Side Panel — XView

XView provides customization of the two display fields for each system. This data can be different combinations
of Model, Serial Number, Asset Tag, Status, IP Address or, an Assigned Alias.

B EPS System Monitor (500 Viewing Licenses) ... Chromebook Mode - a x

D Settings Metwork
Redraw Monitor Rack 1

+  Show Layout Control

Customizing The Display Data s ——

Asset Tag
Status

Maximum Remote Width

1. Click Settings
2. Select System Display Text(1)
3. Select the desired data for that line

4. Repeat for System Display Text(2)

10.0.0.40 10.0.0.41

n :
chromebook. 2
: e o [

':E= Extreme Protocol Solutions, |
H www.EnterpriseDataErasure.
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Automated Diagnostics

The EPS Chromebook Erasure Solution provides configurable automated and manual diagnostic tests for
Chromebooks. The next few pages will discuss these diagnostics and their results.

Automated Diagnostics [ ¥ eps Erasure.flmagingAutomatio.nServer v12.2.2k - - = X

View Configure Operator Licensing Other Help

° Battery Testing . ~
« Health. Drain Test ¢« Chromebook Configuration

Chromebook Server Status - Running on 10.0.0.2

* Storage Testing
Chromebook Server IP 10.0.0.2

* Read, Self Test Chromebook PXE Profile
© SMART, Wear Level - Auto Update Chrome OS Z‘ -
. ] 1 [ 3 up | Ed Prompt To Unplug Power Cable
. N
CPU TeStmg | | Vel o) Reboot when complete
: B Fail if Enrolled
* Stress,Cache ) . - cm: ail if Enrolle
H [ Chromebook 11 & SCD720D3ZI¢ Passed!
* Prime Numbers 0.0.0. CB315 NMHEBARO0Z125101437611 Passed!
0.0.0.5 Chromebook 11 G& EE 5CD03504YV Passed!
° Floating Point 0.0.0.€ Chromebook 11 HEE23E2 Passed!
: ; 0.0.0. HES13C24 OMVEBSLAJBOL1247R Passed!
. . [ S0 Chromebook 11 3120 B3ZCBS52 Passed!
© l\/Iemory Testlng 0.0.0. HES00CL3 0JDESLDHI04701N Passed!

Lenovo IdeaPad Flex 5 CB 13IMLOS PF2ZESLE Passed!

Manual Diagnostics

* Keyboard Testing

* Microphone Testing

* Speaker Testing

* Webcam Testing

* Display, Touch Screen Testing
* Cosmetic Grading

* System Information Verification

weli Extreme Protocol Solutions, Inc.
H www.EnterpriseDataErasure.co 26
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Automated Diagnostics — Battery Testing

The Battery Test provides a means of gathering the Battery Health (shown as a
percentage) and testing battery drain over a period of time. The default test time
for Battery Drain is 60 seconds with a 1% Maximum Drain Percentage, this can be
modified via the GUI. In addition, the maximum allowable drain percentage can
also be adjusted to accommodate any specific test requirements.

For the Battery Drain Test to run properly...

1. Before running the erasure on the Chromebook, make sure the Chromebook is sufficiently charged and unplug the power
source. Failure to unplug the power source will result in the drain test being skipped as the battery cannot drain while charging.

2. Adjust the test time and maximum allowable drain percentage to your requirements.

3. Make sure to select the Battery Test from the Diagnostic List.

Make sure to hit the Update button % to the right of the Diagnostic List for all your changes to take effect.

R Extreme Protocol Solutions, Inc.
HH www.EnterpriseDataErasure.com

Extreme Protocol Solutions

Version 9.2.2022




Automated Diagnostics — CPU Testing

The CPU Test provides a means of stressing the CPU using a sequence of
diagnostics that vary work-load and type. The default test time for CPU Testing is
60 seconds, this can be modified via the GUI.

The following is a description of each CPU Test

1. Stress Test — Performs stress-testing which mimics a realistic high-load situation.

2. Floating Point Accuracy - Repeatedly checks the accuracy of millions of floating-point operations against
known good values for the duration of the routine.

3. Prime Search - Repeatedly checks the CPU's brute-force calculations of prime numbers from 2 to the given maximum number
for the duration of the routine.

4. Random - Stresses the CPU by performing complex random number generation for the specified length of time.

5. Cache - Performs cache coherency testing.

The entirety of the test length is divided by the 5 tests. For example, if the user specifies 60 seconds, then each test is run for 12
seconds.

Make sure to hit the Update button g to the right of the Diagnostic List for all your changes to take effect.

R Extreme Protocol Solutions, Inc.
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Automated Diagnostics — Storage Testing

The Battery Test provides a means of gathering the Battery Health (shown as a
percentage) and testing battery drain over a period of time. The default test time
for Battery Drain is 30s, this can be maodified via the GUI. In addition, the maximum ), oo £1 ack - NVMe
allowable drain percentage can also be adjusted to accommodate any specific test NN p)

requirements.

For the Battery Drain Test to run properly...

1. Disk Read — If supported, uses the fio utility to write a temporary file with random data, then repeatedly read the file either
randomly or linearly for the duration of the routine. Checks to see that the data read matches the data written.

2. NVMe Self Test — If supported, conducts a short self-test of the NVMe Storage device.

3. NVMe Wear Level — If supported, compares the device's NVMe storage’s wear level against the input threshold.

4. SMART Check — If supported, checks to see if the drive's remaining spare capacity is high enough to protect against
asynchronous event completion.

5. Bad Block Test — Reads a set amount of data from the device and checks for any errors or bad blocks. Analyzes the pending
and reallocated sector count upon completion to confirm results.

Make sure to hit the Update button % to the right of the Diagnostic List for all your changes to take effect.

:=E= Extreme Protocol Solutions, Inc.
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Automated Diagnostics — Memory Testing

The Memory Test provides a means of validating all available (not in use by the OS)
bits and bytes of memory via various subtests designed to test different memory
operations. This test can take anywhere from 15 to 20 minutes depending on the
amount of memory in the Chromebook.

This option runs a native tool that performs the following tests and provides a Pass/Fail result at the end.

Bit Flip Compare OR Bit Spread Compare SUB

Block Sequential Random Value Compare MUL Stuck

Solid Bits

Compare DIV Solid Bits Address

Walking One’s Walking Zero’s Compare AND Seq Increment ~ Compare XOR
Checkerboard

Make sure to hit the Update button@ to the right of the Diagnostic List for all your changes to take effect.
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Chromebook Diagnostics — Manual Testing"

By selecting Component Testing from the Diagnostics List, the technician will be
provided with a URL to copy and instructions to open a new browser tab and paste
that URL into the Address Bar (Internet Access Required).

chronos@lecalhost:/ X crosh X +

XXXXX XXXXX EEEEEEEEEEEE  RRRRRRRRRRR AAAA 55555555555 EEEEEEEEEEEE
XXXKX XXXXX EEEEEEEEEEEE  RRRRRRRRRRRRR AAAAAA §555555555555  EEEEEEEEEEEE
XXXXX XXXXX EEEE RRRR RRRRR AAAA AAAA 5555 EEEE
XXXXXXXXX EEEEEEEE RRRR RRRR AAAA  AAAA 5555 EEEEEEEE
XXXXXXX EEEEEEEE RRRRRRRRRRRRR AAAA AAAA 555555SSS EEEEEEEE
XXXXXXXXK EEEEEEEE RRRRRRRRRRRR AAAAAAAAAAAAAAA GESSENEEEEEEEE
XXXXX  XXXXX EEEE RRRR RRRR AAAAAAAAAAAAAAAAA SSSS  EEEE
XXXXX XXX EEEEEEEEEEEE RRRR RRRR AAAA AAAA 5555555555555 EEEEEEEEEEEE
XXX YOO EEEEEEEEEEEE RRRR RRRR  AAAA AAAA SS55555555SS EEEEEEEEEEEE
XXXXX XXXXX
XXXXX XXXXX Chromebook Edition - Copyright 2022 Extreme Protocol Solutions, Inc.
www.EnterpriseDataErasure.com 508-278-3600 sales@extremeprotocol.com

Collecting Data (VPD)

Collecting Data (System)

Collecting Data (0S)

Collecting Data (CPU)

Collecting Data (BIOS)

Collecting Data (Memory)

Collecting Data (Chassis)

Collecting Data (Screen/Touchscreen)

Collecting Data (Temperature)

Collecting Data (nvme@)

Collecting Data (NVMe:Identify)

Collecting Data (NVMe:SMART)

Collecting Data (Battery)

Changing Power Settings

Checking Enrollment Status

enrollment = "@"

Not Enrolled

Updating 0S

2022-11-11T15:15:56.840966Z INFO update_engine_client: [update_engine_client.cc(556)] Forcing an update by setting app_version to ForcedUp
date.

2022-11-11T15:15:56.841022Z INFO update_engine_client: [update_engine_client.cc(558)] Initiating update check
2022-11-11T15:15:56.966958Z INFO update_engine_client: [update_engine_client.cc(592)] Waiting for update to complete.
2022-11-11T15:15:57.268951Z INFO update_engine_client: [update_engine_client.cc(216)] Update succeeded -- reboot needed.
Beginning Diagnostics

Open a new browser tab copy and paste the following URL.. Copy and paste this URL into a browser tab to begin component testing
enterprisedataerasure.com/software/cbtest?CID=ECS&SN=PF2GEILB

Nov 11 9290 @

Extreme Protocol Solutions, In
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Manual Diagnostics — Keyboard Testing

Keyboard Testing is an integral part of preparing a Chromebook for resale. With that in mind, we
designed a web-based keyboard test that records all keystrokes and allows for the recording of !
bad/undetected keys. If your keyboard has a numpad, click on the numpad button on the top left. | [_ _;‘
If your keyboard is different than the US default, simply select the country flag (above the —

keyboard in the top left) that matches your desired keyboard layout.

Keyboard Testing
L= Chromebook Diagostics

1. Press any key to begin testing. el

Click the numpad to the le ur keyboard has a numpad. Click a country flag
NOTE : Only the an be tested with this software due to th

2. Hit all the keys on your Chromebook
that have labels on them. The blank keys
are OS reserved and cannot be detected
with this test.

3. If you have a key that does not light up
green when pressed, simply left-click on it @
and it will mark it as bad. If you click on a e
key marked as bad it will remove the bad
marking and set it to the light grey neutral
color. If the key actually works and is
pressed but was marked as red, it will
automatically mark it as green

Chromebook Diagostics

Extreme Protacal Solutions

= > ?
B ° 1

4
8 1
©

=

4. Once all keys have been pressed or
marked as bad, the window will advance to
the microphone test automatically.

:=§ Extreme Protocol Solutions, Inc.
H www.EnterpriseDataErasure.corr” 32
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Manual Diagnostics — Microphone Testing

The Microphone Test records audio over a five-second period and plays it back to the user. Once
playback is complete, the user is asked to hit OK or Cancel to denote PASS or FAIL.

Microphone Testing

1. Click the Start Button

2. Speak, play audio, or make some other
sound that can be recorded.

3. After the five seconds have elapsed,
the audio will play back.

4. Once playback is complete, a prompt
will appear.

If you hear the recorded audio playback
then hit the OK button, if the audio wasn’t
recorded or playback doesn’t work, hit
the cancel button.

Extreme Protocol Solutions

www.enterprisedataerasure.com says

Did the audio record and play back properly?

Hit <QOK= if it did, <Cancel> if it didn't.

n Ca nce'

Extreme Protocol Solutions, Inc.

www.EnterpriseDataErasure.com
Version 9.2.2022




Manual Diagnostics — Speaker Testing

The Speaker Test plays a five-second audio recording to allow the user to listen to the left and
right speakers individually and in stereo. Once playback is complete, the user is asked to hit OK
or Cancel to denote PASS or FAIL for each audio channel.

Speaker Testing

1. Click the Play Button
2. Audio will play for 5 seconds

3. Make sure you hear the sound coming
from the selected speaker channel(s) and
that it sounds as expected (not scratchy

4. Once playback is complete, a prompt
will appear.

If you hear the recorded audio playback e
and it sounds as expected, then hit the - This page says
OK button, if the audio didn’t sound right -
or didn't play at all, hit the cancel button. Hit <OK> if t did, <Cancel> if it didnt.

Did the audio play back on the RIGHT speaker properly?

“ cance'

Extreme Protocol Solutions, Inc.

g

www.EnterpriseDataErasure.com
Version 9.2.2022
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Manual Diagnostics — Webcam Testing

The Webcam Test displays a live video of the current camera view. The user is instructed to click
the Capture Image button. Once the image capture is complete, the user is asked to hit OK or
Cancel to denote PASS or FAIL.

Webcam Testing

1. If prompted to allow Camera use, click
the Allow button.

2. Hit the Capture Image button
3. The current contents of the camera

video will be captured as an image and
displayed.

4. Once the capture is complete, a
prompt will appear.

e www.enterprisedataerasure.com says
If you saw the live video and were able to Py se8 VS0 e ere Yo BB To cEprure an image?
Capture an image, then hit the OK button’ Hit <OK= if it did, <Cancel> if it didn't.

if the video wasn'’t visible and/or the
image didn’t capture, hit the cancel

button.

“ ca nee l
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Manual Diagnostics — Display Testing

The Display Test has five multi-colored rectangular buttons. The user is instructed to click the
button to turn the screen that color. Once the screen is changed to that color, the user is asked
to hit OK or Cancel to denote PASS or FAIL.

Display Testing
1. Click on the Color to test.
2. The entire screen will turn that color

3. After a second or two, a prompt will
appear asking about the color.

If you saw the intended color and it
displayed as expected with no dead
pixels or distortions, then hit the OK
button, if the color was off (red was pink,
black was grey, etc.) or there were dead e ]

. . . . Is the entire back dred?
pixels or distortions, hit the cancel button. | T R e

www.enterprisedataerasure.com says

Hit =0k ifitis, <Cancel> if it isn't.

“ ca nce'
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Manual Diagnostics — Touchscreen Testing

If a Touchscreen is detected, the display test will switch over to touchscreen testing once
complete. The Touchscreen Test puts up a grid of rectangles and has the user touch the red
rectangles to turn them green. As each touch is registered it increments the counter. Once all

are touched, the test automatically passes.

Extreme Protocol Solutions, Inc.
www.EnterpriseDataErasure.com
Version 9.2.2022
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Manual Diagnostics — Touchscreen Testing

Touchscreen Testing

1. Touch each red block to turn it green.

2. Once all nine are green, the test
passes, and the results can be submitted.

Extreme Protocol Solutions

5/9 completed

Extreme Protocol Solutions, Inc.

www.EnterpriseDataErasure.com
Version 9.2.2022




Manual Diagnostics — Cosmetic GGrading

Even though cosmetic grading can be performed using the side button in the Chromebook
configuration window (see Page 15), an option is available to use on-asset Cosmetic Grading.
This provides the same Condition Categories and Values as local grading but allows it to be
performed at the asset itself, creating a more practical implementation of this important feature.

?Missing Parts

?Case Condition
?Battery Condition
?Screen Condition
?Keyboard Condition
?Touchpad Condition
?Point Stick Condition

Extreme Protocol Solutions, Inc.
www.EnterpriseDataErasure.com
Version 9.2.2022
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Manual Diagnostics — System Info Verification

Even though System Information Verification can be performed using the side button in the
Chromebook configuration window (See Page 16), an option is available to use on-asset
Verification and editing. This provides the same functionality but allows it to be performed at the
asset itself, creating a more practical implementation of this important feature.

Manufacturer - [ Acer
Model Bobba
Serial Number 124567890
SKU TestSKU

AssetlD

TestSKU

Extreme Protocol Solutions, Inc.
www.EnterpriseDataErasure.com
Version 9.2.2022
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Chromebook Diagnostics — Submitting Results

Submitting the Testing Results
Once all required tests have been completed, the submit button in the bottom left corner of the o OO

screen will be enabled. Click submit and the results of the submission will appear on-screen. OQ

1234567890

Submit

-
wgis Extreme Protocol Solutions, Inc.
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ChromeOS — Auto Update

The EPS Chromebook Erasure Server provides an option allowing for
automatic checking and updating of the ChromeOS on any Chrome device.
This provides the security of knowing that any asset that has updates
available is automatically updated without user interaction.

This functionality has three selectable options...
1. OFF — No check or update of the ChromeOS is performed.

2. Before Testing — Automatic Checking and Updating (if any update is available) of the ChromeQOS will be
performed prior to any diagnostics.

3. After Testing — Automatic Checking and Updating (if any update is available) of the ChromeQOS will be
performed after ALL diagnostics are complete.

Make sure to hit the Update button % to the right of the Diagnostic List for all your changes to take effect.

R Extreme Protocol Solutions, Inc.
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Chromebook Erasure — Enterprise Lock/Enrollment

Unfortunately for Chromebooks that are Enterprise Enrolled or Enterprise Locked cannot be erased, audited and
placed back into out-of-box experience mode due to their inability to be placed in Developer Mode. We've
included an article from |[FIXIT as a reference.

Enterprise Enrolled Chromebook

Enterprise Locked Chromebook

()‘;HI'OI‘HQ

The device owner has disabled Developer Mode for this device: Please ask
the device owner to remove the restriction if you want to use Developer
Mode. :

The system wil reboot in Verified Mode.

L Extreme Protocol Solutions, Inc.
HH www.EnterpriseDataErasure.com
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https://www.ifixit.com/News/43450/how-to-reset-a-managed-chromebook-and-avoid-enterprise-enrollment-you-cant

ooooooooooooooooooooooo

Thank You

Visit us at
<:> www.enterprisedataerasure.com
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